1. Supported Versions:
1.1. ACM Avigilon version 6

1.2. Idemia Morpho Manager 15 or higher

1.3. Windows 10 o higher

2. Prerequisites:

2.1. Configure ACM User for remote connection.

AVIGILON | Access Control Manager

@ Monitor ~ || M Identities

Identities Profiles

Identity: Edit

& Save 2§ Cancel Changes

Identity Rales Tokens

Identity Information:

Account Information:

Remote Domain

Record Madification

Inactivity Timer

10 Min

Maximum Active Token
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[@ Physical Access ~ L'Roles ~
Timed Access Access Transactions Audit
First Name Middle Name
System
Department Division
- - -
Type Issue Date
- ® 07/01/2008 19:00:00
Remote Authentication?
M Force Password Change
Login
admin
password
Confirm

v| Allow Remote Access?

www.daycotel.com

ventas@daycotel.com

External System ID
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2.2. Create a Sql Server database for MorphoManager Universal Bio Bridge (UBB). You can use
the default configuration.

i Mew Database

Select a page
K General
& Options
& Filegroups

2.3. Add local system account to run with trusted connection if you desired. In other hand,

IT Scipt ~ @ Help

Database name: [BB_AVIGILON
Owner: | <default> |
Database files:

Logical Mame  File Type  Filegroup
BB_AVIGIL.. ROWS.. PRIMARY
BB_AVIGIL... LOG Nat Applicable

Atogrowth / Maxsize Pa
: By 64 MB, Unlimited | T
By 64 MB. Unlimited | T

please add a new user and password to own this new database. ACM Setup schemas will
use this new created database.

Select a page
o General

J Server Roles
S User Mapping
F Securables
o Status

Connechon

Server:
DESKTOP-PURH16K:SQLEXPRE

Connection:
DESKTOP-PURH16K admin

ﬁ View connection properties

Progress
Ready

B Login Properties - NT AUTHORITY\SYSTEM

— O X
IT Scipt ~ @ Help
Users mapped to this login:
Map Database User Default Schema "~

NT AUTHORITY\SYS...

Database role membership for: BE_AVIGILON

[] db_accessadmin

[] db_backupoperator

[] db_datareader

[] db_datawriter

[] db_ddladmin

[] db_denydatareader

[ db_denydatawriter

T o
[] db_securityadmin

[ public

Cancel

ventas@daycotel.com
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2.4. Download .Net frameworks and install them.

2.4.1.https://dotnet.microsoft.com/en-us/download/dotnet/thank-you/runtime-6.0.33-
windows-x64-installer

2.4.2 https://dotnet.microsoft.com/en-us/download/dotnet/thank-you/runtime-desktop-
6.0.33-windows-x64-installer

3. Installing ACM plugin

i3 ACM_Installer.1.0.14.msi

# ACM Avigilon Setup - b

Welcome to the ACM Avigilon Setup
Wizard

The Setup Wizard will install ACM Avigilon on your computer,
Click Mext to continue or Cancel to exit the Setup Wizard.

15 ACM Avigilon Setup - X
End-User License Agreement
Please read the following license agreement carefully
END USER LICENSE AGREEMENT fa)

IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT
("AGREEMENT") CAREFULLY BEFORE INSTALLING OR USING THIS
SOFTWARE. IF YOU INSTALL OR USE THIS SOFTWARE, YOU AGREETO
BE BOUND BY THE TERMS AND CONDITIONS OF THIS AGREEMENT.

v

Thic Anroomant ic hohwaan vnn faithar an individoal A an antitol

11 accept the terms in the License Agreement

Print Back Cancel
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Installing ACM Avigilon

1 ACM Avigilon Setup — e
Destination Folder
Click Mext to install to the default folder or dick Change to choose another.
Install ACM Avigilon to:
IC:\Program Files (x86)\ACM Avigilon',
Change...
#7 ACM Avigilon Setup - b
Ready to install ACM Avigilon
Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.
T
# ACM Avigilon Setup - X

Status: Starting services
.

Please wait while the Setup Wizard installs ACM Avigilon.

ventas@daycotel.com
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X

15 ACM Avigilon Setup

Completed the ACM Avigilon Setup
Wizard

Click the Finish button to exit the Setup Wizard,

Back Cancel

4. Post Installation:

After installation, it should be an icon in desktop named ACM Setup

ACM Settp

In addition, a service named ACM Avigilon

Interface between ACM Avigilon and |demia MorphoManager.

4.1. When, open ACM Setup it appear a password box. The default password is:
defaultpassword

°l Legin - m} X

Password: ||

Submit

4.2. You can change later this password.

o1 ACM Avigilon Setup

Help

ACM Server IP/Hostname  [189.157.174.55 Test ACM Server

ACM User admin

ACM Password bk

SOL Server IP/Name DESKTOP-PURH16K\SOLEXPRESS S0L Trusted Connection

SOL Server Database BB_AVIGILON Test DB Connection
Create DB Schemas

Save Settings
Frecuency Interval &0
Debug File False

Change Password

ventas@daycotel.com
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5. Description of ACM Avigilon Setup:

ACM Server IP / Hostname: only the ip address o hostname, without https://

ACM User: the login name in account description of the administrator or designed user

TEST ACM Server: Test access to the ACM server using the username and password you provided
SQL Server IP/Name: SQL Server Name \ Instance hame

SQL Server Database: Name of database create early

SQL Trusted Connection: Use trusted connection to connect SQL database

Test DB Connection: Test access to the SQL server using the username and password you provided
or Trusted Connection if check is true

Create DB Schemas: Create or re-create the necessary object in SQL database. WARNING: If the
objects already exist, they will be deleted before being recreated.

Frequency Interval: The interval in seconds to monitor ACM changes. It should be greater or equal
to 60 second

Debug File: False / True. If it is True, it create a file LogService.txt for debug task. This file can be
find in system program file of installed application

=| LogService et

6. Caveats:
1. During the initial setup or after changes to specific parameters, you should restart this
service.

2. The first time, all users will be synchronized. After that, the plugin will only look for new
changes on the identity page.

3. This tool is triggered by actions in Identity page. For smooth operation, please ensure that
a final change on this page have already been made.

4. When a user is Deleted, it could cause that user will not be replicate immediately, instead
of that, disable it and after a few minutes you can deleted.

5. You should restart this service, as well as the Morpho Manager Service, after applying a
massive user deletion in ACM.
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